DevOps Essentials: Value
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DevOps Value Stream with inbuilt security practices
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Container Lifecycle (if used, follow container security guidelines)

Continuous Integration / Continuous Delivery (order of- and frequency of events dependent on DevOps team)
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Security Automati
The following are commonly identified security gaps in a DevOps Pipeline:

o) Static code scanning to support code quality and secure coding standards (e.g., Fortify,
SonarQube, Veracode, Checkmarx)

e) Dynamic application security testing for applications is performed (e.g., WeblInspect)

O)Automates performance / load testing for all web applications are completed
‘ (e.g., VSTS)

Continuous vulnerability scanning of all infrastructure and applications (e.g., Nexus,
Qualys)
)Continuous third party component scanning for vulnerabilities (e.g., Sonatype)

e) Continuous logging and monitoring of production environment (e.g., Splunk)

Manual Security Processes
Checkpoints and gates must be implemented so security controls are
in place:

o Security and architecture designs are reviewed and documented
J in a central repository (e.g., Confluence, etc.)

o Code reviews are enabled in the workflow and secure coding
W, standards are upheld (e.g., VSTS Pull Requests)

Gates/checkpoints are in place to ensure that release to
ej production goes through the appropriate approval process and
exceptions are managed

QJ Periodic penetration tests are performed (e.g., OWASP Zap)
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