Why use Istio / Why use
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Why use Consul
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Comparison of Istio and Consul

Model
Platform
language
Protocol
Default Data

Sidecar
Injection

Encryption

Traffic Control

Resilience

Prometheus Integration

Tracing Integration

Host to Host auth

Agent Caching
Secure connection outside cluster
Complexity

Paid Support

Link

“ORevision #1

Istio

Sidecar

Kubernetes

Go

HTTP1.1/HTTP2 /gRPC/ TCP
Plane Envoy (supports others)

Yes

Yes

label/content based routing, traffic
shifting

timeouts, retries, connection pools,

outlier detection

Yes

Jaeger

Service Accounts

Yes
No
High

No

https://istio.io/
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Consul Connect
Sidecar

Any

Go

TCP

Native (or Envoy)

Yes

Yes

static upstream, prepared query, http
api / dns with native integration

Pluggable

Yes

Pluggable

Consul ACL

Yes
Yes
Low

Yes

https://www.consul.io/intro/get -
tingstarted/connect.html
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